




Phishing Bait

Notification from a help desk or system administrator
Asks you to take action to resolve an issue with your 
account (e.g., email account has reached its storage 
limit), which often includes clicking on a link and 
providing requested information.
Attachment labeled “invoice” or “shipping order” 
Contains malware that can infect your computer or 
mobile device if opened. May contain what is known as 
“ransomware,” a type of malware that will delete all files 
unless you pay a specified sum of money.
Fake account on a social media site
Mimics a legitimate person, business or organization. 
May also appear in the form of an online game, quiz or 
survey designed to collect information from your 
account.





Phishing Email



Never Trust the Sender Name

Many of these e-mails look like they 
come from someone you may know. 

Scammers can actually change the display 
name of e-mails or actually use names that 
sound legitimate.



“Urgent”, “Alarm”, or “Alert” e-mails
Scammers prey on quick reactions. 

If people think there is an immediate problem they will act quickly to resolve 
it. Therefore they use words like “urgent” or “alarm” to make people react 
without fully thinking through. 

If there really is a problem with your school 
accounts, contact me or the technician directly 

before following through.



Lack of Personalization

Scammers will often use phrases like “user” 
or “customer” instead of using your real 

name. 

Most brands prefer to personalize e-mails 
by putting in your name. Think of all of 

those shopping and sales e-mails you get! 
Those typically use your first and last name.



Never click on links

http://dorchester2.webnode.com/
Click to follow link

A little known fact about web links is that you can 
easily find out where a link is going without 
clicking on it. 

If you simply hover your mouse over the link, the web address will show 
in most windows and browsers. 



Never click on links

In the e-mail above, the “.ru” of the web address 
indicates a Russian website. Unless you know that is 
where the company is based, don’t click on links to 

foreign countries.



Never Login from an Emailed Link

If you get an e-mail that asks you to “re-login” or 
“verify your login” it is probably a scam. 
Most brands don’t need you to “verify your login” if 
something seems suspicious. It is always best 
practice to got to the website you are familiar with 
to login and check on your account.



Nameless Signature

Most brands prefer to contact users directly, 
not only using their name, but a personal 

contact from the brand as well. 
E-mails from legitimate sources won’t be signed administrator” unless 

they include a real person’s name.



Don’t Open Attachments from Unknown 
Senders

Many common attachments can now contain 
hidden viruses, including word documents, 

spreadsheet files, and even PDF files. 
Only open attachments from people you know and trust. If you have any 

doubts, open a new e-mail and ask the sender (do not reply to the e-mail).



Where are the red flags?



Protecting Yourself

• Be wary of messages asking for 
passwords or other personal 
information.
• No one from DD2 will ask for 

your password.
• Most reputable businesses and 

organizations will not ask for this 
information via email.



Protecting Yourself

•Never send passwords, bank 
account numbers or other private 
information in an email.
•Do not reply to requests for this 

information.
•Verify by contacting the 

company or individual, but do 
not use the contact information 
included in the message.



Protecting Yourself

Do not click on any hyperlinks 

in the email.

• Use your mouse to hover over each link 
to verify its actual destination, even if the 
message appears to be from a trusted 
source.

• Pay attention to the URL and look for a 
variation in spelling or a different domain



Reporting a Phishing 

Email

• Do not click on any hyperlinks.  
• Do not forward the email to 

others.
• Alert your site-based ITS and 

technician immediately.  
• Delete the message.



The best advice:
when in doubt, play it safe. 

Always feel free to ask me about 
any suspicious e-mail you 

receive!


